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TOGETHER
sHEALTH

Mission
To bring organizations together, to work
collaboratively to share best practices,
inform stakeholders and leverage existing
resources to fuel the creation and
adoption of digital health innovation.

The Office of the National Coordinator for
Health Information Technology
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A National Collaborative of 30+ Regional Innovation Ecosystems
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A national, open collaborative

40+ digital health ecosystem partners (incubators,
accelerators, associations, networks, etc.)

30+ regions / cities represented
Semi-Annual Gatherings (Spring and Fall Summits)

Projects launched;
1. Standardizing security risk assessments

2. Measuring the ROI of innovation & digital
health solutions

3. Common Curriculum

Mapping the nation’s digital health ecosystems
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For more information, please visit: www. Together.Health
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Building a National
Standardized
Security Assessment
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"Piloting with health systems is like
being dragged out Iinto the middle

of an ocean & being abandoned.”

Startup CEO



“They [startups] don't understand
that we can't just spin something up

just because we are a big system.”

Health System CIO
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So What Do We Know...

* We need to mitigate risk and protect patient data.

* However, Business Associate Agreements and

Security Assessments are a barrier to innovation.

* They create major delays, cost legal and
technical capital, and are inconsistent.

The Office of the National Coordinator for
Health Information Technology
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TOGETHER.HEALTH SECURITY ASSESSMENT (THSA) GOALS

#4

#2 #3
NO NEW USE THE BEST IN S"I!IRP(ISI(I::ESTSI-IE
QUESTIONS CLASS FOR
SECURITY
Don’t create a
Use existing process so
questions and Don’t just build for ~ burdensome it’s
frameworks healthcare, build for impossible to adopt

(i.e. don’t make a

whenever possible security slow process slower)

EDUCATE

Help covered entities,
vendors, and other
health ecosystem
stakeholders
understand how to
prepare for and meet
the standards

w SERVICy
5
\V'N\

I,
%,
rirag,



12

SRV
S 3

Supporting Innovation through the Evolution of Health IT “Business Standards” The Office of the Nationa\Coordinanm _/C
Health Information Technology 4h

OUR WORK

CR14

The use of

mak the rview ngistgr lmmmkmwwhwuic Vendor Information part of your Soﬁwarquw lopment

achieved SOC 2 Type |l certification?

National Institute of

n e pracice tince Are security controls and processes

FRAMEWORK

Activity
e p— o~ | secue NIST
farless Han g e e n the product ephoymen cye. mwmm Vendor Information EDEIIPELT LR rEls) g CONTROLS
L d

Standards and Technology

and ofe For wamph, furction to ntorpret Llfsl:yd (sm.c)?

0 boih techniques for managing
oo Jorg s thera ks an Vendor Information

|mmmmmmmmm Manual fode neviw s recuaned for platiorrs not

deﬂned by HIPAA?
S Do you process, store, maintain or

U.S. Department of Commerce

rind on transmit credit card holder data? X
Are you required 1o be compliant with
Vendor Information the EU General Data Protection
Regulation (GDPR)? X
Does your product/service use, store or SCF Control Question
Vendor Responss here Vendor Information transmit personally identifiable
1. Do you have a list of the that roed to b informatonliEl/ 7

2. Do you perorm securs codo reviews against ha eniro code base i e develogmart phase?
3,15 thoro a socurdy expert who pertorms he riview? Deserbe who conducts the codd reviiw .

you have an acceptable use policy
whi PR e e ereiarea

4. Do you ust automated codo raview fools? " T Does the organization implement Intrusion Detection

5.0 o e s igs? = 858 [ Prevention Systems (DS ! IPS) technologies on
WMWMMW Have you executed a current NDA with o

7.0 you b Vondor Information Provider if you will have access to critical systems, key network segments and network s4(1)

8 warwmwwuwhmmﬂwhwhumﬂﬂ Provider's confidential data, information choke points?

00 o or intellectual property? 6.71 Oke points?

10, u:" T Have you achieved SOC 1 certfication
mmmmmcmhm Vendor Information within th T 874

1. Are the security defects identified being shared with the 0 UL -

Collected hundreds of Created a common set of Mapped tested questions to existing standard
questionnaires from health questions and tested in (NIST 800-53 and FedRAMP Tailored) using
systems, payors, pharma, multiple focus groups SCF (Secure Controls Framework)

and more to build a

common question set
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OUR ALPHA-BUILD

Health systems map their existing questionnaires to SCF,
an open-source framework that connects best-practice
security controls with the top frameworks like HIPAA, NIST

800-53, SOC 2, etc.
SCE
L d

Secure Controls Framework (SCF)

SECURE
CONTROLS
FRAMEWORK

i HIPAA - HICP HIPAA - HICP HIPAA - HICP

SCF Domain SCF Control SCF Control Question FedRAMP

Control Description

Small Practice Medium Practice Large Practice

[moderate]

Mechanisms exist to implement Intrusion Detection / Does the organization implement Intrusion Detection
Prevention Systems (IDS / IPS) technologies on critical / Prevention Systems (IDS / IPS) technologies on

Intrusion Detection & Prevention systems, key network segments and network choke points. | critical systems, key network segments and network

Monitoring MON-01.1
Systems (1DS & IPS) choke points?

s1-4(1) S1-4(1) s1-4(1)

Together.Health updates Security Assessment
guidelines based on most commonly mapped
questions in SCF

Vendors prepare their solutions to meet
Together.Health guidelines
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ADOPT the “THSA”
THE TOGETHER.HEALTH SECURITY ASSESSMENT

2]+ TEALTR +>

OUR ASK

VISIT

SECURE
CONTROLS
FRAMEWORK

f"l_

Translating security standards to
streamline innovation.

Bring THSA back to your ecosystem and recruit
health systems and vendors to conduct
assessment mapping and adopt!

https://together.health/security-assessment

”"‘;

g


https://together.health/security-assessment
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